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ABSTRACT 



Berman, Roger K., and Brewster, John H., 4 Perspectives on 
(he ATN Architecture," IEEE Conununications Magazine, 
Feb. 1992, pp. 27-32. 



An network screening application is provided for use in an 
Advanced Intelligent Network (AIN). The network screen- 
ing application may provide two screening features for a 
private telecommunications network. One screening feature 
may screen off-network calls to be taminatcd on the private 
network to ensure mat the calling party is an authorized user 
of the network and to ensure that the called party is autho- 
rized to receive the off-network calls. The other screening 
feature may screen outgoing calls from the private network 
(Le., on-network calls) such as long distance phone calls 
terminating outside of the local service area of the network, 
to ensure that the on-network calling party is authorized to 
make outgoing calls from the network. 
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ADVANCED INTELLIGENT NETWORK phone calls between a calling station (e.g., station 72) and a 

SCREENING called station (e.g., station 84) through the trunked commu- 
nications network 90-92. For more information regarding 

BACKGROUND OF THE INVENTION AIN, see Berman, Roger K., and Brewster, John H M "Pcr- 

. _ u . . T 3 spectives on me AIN Architect 

1. Held of the Invention Magazine, February 1992, pp. 27-32, the disclosure of 

The present invention generally relates to an apparatus which is expressly incorporated herein by reference in its 

and method for screening calls in a telecommunications entirety. 

network. More particularly, the present invention relates to A number of features provided by the prior AIN or 

an application in an Advanced Intelligent Network (AIN) for 10 ATN-type intelligent networks relate to specialized call 

providing controlled access to calls originating and termi- processing of incoming calls. 

nating on a private telecommunications network For example, U.S. Pat No. 4,191,860, to WEBER, pro- 

2 Acronyms vides for special processing of calls, such as INward WATS 

. . (Wide Area Telephone Service) calls, via a number of local 

The written description provided herein contains aero- switching offices based on information stored in a central 

nyms which refer to various communication services and 15 database. The central database is located at a remote Service 

system components. Although known, use of several of Control Point (SCP). The local and toll offices of the 

these acronyms is not strictly standardized in the ait For telephone network compile a call data message via a COS 

purposes of the written description herein, acronyms will be link to the central database. The database at the SCP 

defined as follows: translates the dialed INWATS number into an unlisted 

AIN — Advanced Intelligent Network 20 destination telephone number based on an originating area 

rrrcr^ rt « rh«™~\ w^ffi™ code. The unlisted destination number is returned to the 

^Z^^* Ch^elmteroftlce Signaling ^ C OS link, thecals completed. 

CTrm^—Cfcntral Exchange Service when the number of telephone calls to the unlisted number 

CO — Central Office per unit time exceeds a threshold, the database instructs the 

CPR — Call Processing Record 25 telephone system to inhibit such calls from being connected 

DID Direct Inward Dialing for a predetermined period of time. 

DRS-J>ata Reporting System A S^'r£t ^fos 4 611,094 and 4,611,096, both to 

*y . _ ASMTJTH et aU disclose a system for providing custom 

KCP-^ntegrated Service Control Point incoming telephone call processing services to a subscriber 

IXC — Ihterexchange Carrier 30 operating at many geographically diverse locations. A sub- 

LATA — Local Access and Transport Area scriber program stored in a central database is accessed to 

NPA Number Plan Area, Le., area code provide instructions to the SSPs to complete incurring calls 

NXX— Central Office Code to one °f the subscriber locations in accordance with special 

____ ^ _ services defined by the subscriber. The subscriber program 

PBX— Private Branch Exchange 35 controls the Action Control Points (ACP) to string together 

HC— Primary Interexchange Carrier the desired call processing capabilities to process each call 

SCP — Service Control Point Specified parameters stored in the program, such as time of 

SMDR — Station Message Detail Recording day, caller location and data inputted by the caller, determine 

SS7 Signaling System 7 the final destination to which each call should be completed. 

SSP--Service Switching Point 40 US **■ Na 4,788,718, to McNABB, teaches centralized 

cro o; 1: d-;-* recording of call traffic information. The system provides a 

STP-Signaling Transfer Point ^ gathcrmg and TCCOl6ing ^ mc centralized 

TCAP-Transaction CapabiHties Applications Protocol database which stores the subscriber's call routing program. 

TCP/IP— Transmission Control Protocol/Internet Proto- The subscriber's call routing program performs several 

col 45 functions, including presenting various announcements to 

WAN — Wide Area Network callers, prompting callers for inputting information digits 

3. Background and Material Information and collecting the resulting information digits, routing the 

In recent years, a number of new telephone service call to a number provided by the subscriber, and performing 

features have been provided by an Advanced Intelligent final call dispositions other than routing to the telephone 

Network (AIN). The AIN evolved out of a need to increase so number provided by the subscriber. Processing of the call 

the capabilities of the telephone network architecture to traffic iirfctrmatioii dynamically changes the subscriber's call 

meet the growing needs of telephone customers. The AIN routing program to reduce the number of blocked calls to the 

architecture generally comprises two networks, a data mes- subscriber's telephone numbers. 

saging network and a trunked communications network. The U.S. Pat No. 4,757,267, to RISKTN, discloses routing of 

trunked communications network handles voice and data 55 an "800-type" telephone call. The system identifies the 

communications between dispersed network locations, caller's originating telephone number and initially routes the 

whereas the data messaging network is provided for con- call to an office in the general vicinity of the caller. The office 

trolling operations of the trunked communications network. includes a vertical-horizontal (V-H) file listing dealers by 

An illustration of the basic components of an AIN archi- product/service and equivalent latitude and longitude. The 

tecture is shown in FIG. 5. As shown in FIG. 5, Central 60 call is routed to the nearest dealer for the identified product 

Offices (CO) 64-70 are provided for sending and receiving or service based on a comparison of the called 800-number 

data messages from an Integrated Service Control Point and the data in the V-H file. If the call cannot be completed 

(ISCP) 56 via a Signaling Transfer Point (STP) 58-62. The to the nearest dealer, because the dealer's telephone is busy 

data messages are communicated to and from the COs or the dealer does not answer, the call is routed to the next 

64-70 and the ISCP 56 along a Common Channel Inter- 65 nearest dealer. 

Office Signaling (COS) network 88, Each CO 64-70 serves U.S. Pat. No. 5,247,57 1, to KAY et al., discloses an Area 

as a network Service Switching Point (SSP) to route tele- Wide Centrex system to provide specialized calling features 
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to stations connected to a plurality of central offices. Each of originating number, die terminating number and the time 

the central office switching points connects to a number of and date of the call. 

local telephone lines. The features are extended to the local D is yet a further objective of the present invention to 

telephone lines by taking the programming intelligence out provide a data record of calls originating on-network and 

Of the Central Of&CeS and moving it tO a database located at 5 terminati ng nflF-nrfn/nrfrj inrlnrling ttiff nriginarin gnnnihffr 

a centralized location, such as an SCP. Service features are the terminating number and the time and date of the call 

controlled by the central database and are changed by A fgrther objective of the present invention is to store a 

reprogramming the service logic located at the central plurality of authorization codes to control access to numbers 

database. A variety of service features are provided inchid- terminatin g nn » private, tri^mmnmWtnni: nrtnmrir 

ing a work at home service that enables a user of a private to „ fc objecfive rf ^ t tQ ^ a 

network access from a home telephone and access authon- luraIiQ , of authorisation codes to control access to call 

zabon to inmsette security ^t'JTT ,• originating on a private tdecommumcatloDS network. 

While pnor ATN or ATN-type intelligent network apph- ~~ ° ... . . ^ 
cations have provided variouf call screening features to Y et a " oth f objectove of the present uxvenhon is to store 
subscribers and users, these attempts do not control access is a of «»™* tables to control access to numbers 
to and from a private network system through AIN authority terminating on a private telecomrnunications network, 
validation, as provided by the present invention. For SUMMARY OF THE PRESENT INVENTION 
example, while KAY et al. '571 discloses an access autho- ... , , . 
rization service feature for an Area Wide Centrex, the system to one aspect of the present invention a 
disclosed therein does not monitor whether an off-network 20 ^P r ™ dcd for screenmg calls associated with a 
originating caller is authorized to access me private network P™ 8 * anaf ancedintelhgent coinmimioihons 
anddetermine if the on-network party offered tcrmmation is system. The advanced intelligent communicator system 
authorized to receive the call Further, past attempts fail to uldu * s » two-way conurumtcations network intercon- 
monitor long distance calling traffic originating on-network "f^B ^ plurality of service switching points andaplurahty 
to determine whether the authority to originate the call is 25 of geographically dispersed network locations. The service 
unrestricted, restricted, or unauthorized. switching points selectively establish a communication con- 
Such features would be highly desirable to subscribers ncaioa bctween „* ^ rf *e network locations in 
and users of private communication networks, such as large rcs P° n f ^ a call request from a calhng party one of flic 
businesses and government agencies, that desire to restrict ° f servlce pomts being a deftatedjor 
access to and maintain security of the network. In addition, 30 designated) service swu^gpantofthepavate network to 
such features, as provided by the present invention, are a receivtag incommg traffic for toe private network A service 
useful solution for minimising switch based screening «"«?* mctade a caUprocwslngrecoriiiicludmg 
exhaust service logic fear screening calls associated with the private 

network; the method may include receiving, at the desig- 

OBJECTS OF THE PRESENT INVENTION 33 nated service switching point; a call request from an off- 

In view of the above, the present invention, through one network calling party to establish a communication connec- 

or more of its various aspects and/or embodiments is thus tion tenninating on the private network; forwarding call 

presented to accomplish one or more objectives and whicn M y ndnte ^ originating number of the 

advantages, such as those noted below. off-network calling party, an authorization code, and a 

A general objective of the present invention is to provide 40 terminating niimberwithin the private network, coUecting, 

a flexible can screening application for use in an Advance * """f m ^f^tl^£?u ^.^^ * e 

InteUisent Network CAIN) ^ processing record associated with the private network, 

, , . . . v _ '* . . coimrming, at the service control point, whether the off- 

Another objecUve of the Resent mvention is to provide nctWQlk ^ ^ is authorized to access mc 

Advanced Intelligent Network (AIN) functionality to a netWQrk based on the authorization code, thereafter, if the 

private network telephone system. 45 off _ network callmg ^ fc ailthorized to access me p^ate 

A further objective of the present invention is to provide network, verifying at the service control point whether the 

Advanced Intelligent Network (ATN) functionality to a terminating number within the private network is authorized 

specialized service telephone number. to receive the call request from the off-network calling party; 

Still another objective of the present invention is to and routing the call request to the tenninating number, 

provide limited and controlled access to calls terminating on within the private network, if the tenninating number is 

a private network telephone system. authorized to receive the call request from the off-network 

Another objective of the present invention is to provide calling party, 

limited acceptance to calls tenninating on a private network jjj accordance with another aspect of the present 

telephone system. 55 invention, the method may further include denying the call 

ft is a further objective of the present invention to provide request if the off-network calling party is not authorized to 

a limited access to calls originating on-network to off- access the private network. 

network terminating members. Iq accordance with still another aspect of the present 

Yet another objective of the present invention is to route invention, the method may further include denying the call 

calls along and through a private telecommunications net- ^ request if the terrmnating number within the private network 

work is not authorized to receive the call request from the off- 
It is another objective of the present invention to route network calling party. 

calls along an interexchange carrier trunk. in accordance with yet another aspect of the present 

A further objective of the present invention is to route invention, the step of confirming may include accessing a 

calls along a 700-RXX line. 65 network authorization code table, winch may include a 

Another objective of the present invention is to provide a plurality of valid authorized codes, at the service control 

data record of calls terminating on-network, including the point, determining whether there is a correspondence 
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between the authorization code and any one of the plurality communication connection originating from the private 

of valid authorized codes in the authorization code table; and network, forwarding call data to the service control point, 

validating the authorization code, such that the off-network the call data may include an originating number of the 

calling party is authorized to access the private network on-network calling party and a terminating number, 

when there is a correspondence between the authorization 5 collecting, at the service control point, the call data and 

code and one cf the plurality of valid authorized codes, and accessing a network screening table associated with the 

the off-network calling party is not authorized to access the private network, the network screening table including 

private network when there is a not correspondence between authorization data identifying an authorization status of the 

the authorization code and any of the plurality of valid on-network calling party to originate the call request from 

authorized codes. 10 the private network, verifying, at the service control point, 

In accordance with a further aspect of the present whether the on-network calling party is authorized to origi- 

invention, the step of verifying may include accessing, at the nate the call request from the private network based on the 

service control point, a network screening table, which may authorization data of the network screening table; and 

include authorization data for indicating whether the termi- thereafter, if the on-network calling party is authorized to 

nating number is authorized to receive the call request, 15 originate the call request from the private network, routing 

associated with the terminating number, and deterrrrining the call request to the terminating number, 

whether the terminating number is authorized to receive the In accordance with still another aspect of the present 

call request based on the authorization data in the network invention, the authorization data may include one of an 

screening table. authorization to originate calls without entering an authori- 

In accordance with yet another aspect of the present 20 zation code and an authorization to originate calls with a 

invention, the authorization data may include one of data valid authorization code. 

indicating that the terminating number is authorized to in accordance with a further aspect of the present 

receive calls, and data indicating mat the terrrunating num- invention, the verifying may further include dete rminin g, 

ber is not authorized to receive calls. based on the authorization data, whether an authorization 

In accordance with another aspect of the present code is required for authorization of the call request by the 

invention, the step of collecting the call data may include on-network calling party, and pTompting the on-network 

collecting the originating number at the service control point calling parry for an aumorizarion code when the authoriza- 

ln response to the call request, prompting the off-network tion code is required. 

calling party to input the terminating number, collecting, at ^ In accordance with still another aspect of the present 

the service control point, the terminating number inputted by invention, the method may further include collecting an 

the off-network calling party, prompting the off-network authorization code inputted by the on-network calling party, 

calling party, located at one of the network Locations, to accessing an authorization code table, at the service control 

input the authorization code, and collecting, at the service point, the authorization code table may include a plurality of 

control point, the authorization code inputted by the calling ^ valid aumorizarion codes, and detennining whether the 

party. authorization code inputted by the on-network calling party 

In accordance with a further aspect of the present matches any one of the valid authorization codes in die 

invention, the step of routing may include accessing a authorization code tabic, the verifying step verifying that the 

network screening table at the service control point, deter- on-network calling party is authorized to originate the call 

mining whether the call request can be routed to the termi- ^ request from the private network when it is determined that 

nating number by a direct trunk from the designated service there is a match between the authorization code inputted by 

switching point of the private network, connecting the call the on-network calling party and one of the valid aurhori- 

request to the terminating number by the direct trunk when zation codes in the authorization code table, 

it is determined that the call request can be routed by the In accordance with another aspect of the present 

direct trunk from the designated service switching point cf 45 invention, the method may further include denying the call 

the private network to the private network, accessing a request when it is determin ed that there is not a correspon- 

network trunk group table at the service control point when dence between the authorization code inputted by the 

it is detexmined that the call request cannot be routed by the on-network failing party and any of the valid aumorizarion 

direct trunk from the designated service switching point of codes in the authorization code table, 

the private network to the private network, the network trunk ^ ^ accordance with yet another aspect of the present 

group table identifying a trunk group associated with the invention, the method may further include denying the call 

t CTirrinating number; and thereafter, connecting the call request if the on-network calling party is not authorized to 

request to the trunk group associated with the terminating originate the call request from the private network, 

number in order to route the call request to the terminating ac^^ ^otoe* ^ ^ mvention h 

55 directed to a system for screening calls associated with a 
In accordance with still another aspect of the present private network in an advanced intelligent corrnriunications 
invention, the network trunk #oup table may include an system. The advanced intelligent cemmunicarions system 
instate NPA-NXX routing table, the instate NPA-NXXrout- ^ a ^way corrnrmnications network intercon- 
ing table indicating the trunk group based on a NPA-NXX necting a plurality of service switching points and a plurality 
of the terminating number. 60 of geographically dispersed network locations, the service 
In accordance with yet another aspect of the present switching points selectively establishing a communication 
invention, the direct trunk may include one of a CENTREX connection between at least two of the network locations in 
group or PBX tie line. response to a call request from a calling party, one of the 
In accordance with yet another aspect of the present plurality of designated service switching points of the pri- 
invention, the method may further include the steps of 65 vate network to receiving mcoming traffic for the private 
receiving, at one of the service switching points, a call network. A service control point may include a call process- 
request from an on-network calling party to establish a ing record including service logic for screening calls asso- . 
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dated with the private network. The system may include a prompting off-network calling party to input the terminating 

device for receiving, at the designated service switching number, a device for collecting, at the service control point, 

point of the private network, a call request from an off- the terrninating number inputted by the off-network calling 

network calling party to establish a commimication connec- party, a device for prompting the off-network calling party, 

tion terrninating on the private network, a device for for- 5 located at one of the network locations, to input the autho- 

wartting call data to the service control point, the call data ^Jf^J^^^tS ^ftf^ 

rnaTiBclude an originating number of the off-network M ^^*^ ar ^° D ^ mpUtted * toC ° ff " 

calling party, an authorization code, and a terminating ne ^ vv ^ ai ^' ^ ^ . ^ 

mimbeV Si the private network, a device for collecting ■ * ^cordance with yet another aspect of the present 

at the service control point, the caU data and accessing the 10 ^vention, the device for routing may include a device for 

call processing record^sociated with the private network, accessing a network screening table atthe service control 

a device for aTrdirrr^ !«* . a f™ c ^^J™* b "f l °L JfT^ 

the off-network calling party is authorized to access the screening table, whether me cafl re^ue^ can ** 

rrivatenetwericbasedonto^ tcrmmating ; number by a . drrect trunk torn £e ^signaled 

varying, at the service control point, whemer the terminal- 15 s^x^mt^ngpemt of tJi^vate network to I™ate 

ing number within the private network is authorized to ^twork^ a device for cenn^ng the catt request to the 

receive the call request from the off-network calling party, termmatmg numba by the ^^^itfcdetem^d 

and a device for rating the call request to the terming *** e caU request can be rented ^ Redirect tninkfrom 

number, within the private network, if the off-network the designated servrce switching point of the private network 

calling party is aumorized to access the private network and 20 to * c P™ te Jf™* a ^accessing a network 

the terrrnnating number is authorized to receive the call trunk group table at the service control point when it is 

request ^fromthe off-network calling party. oeternrined that the call request cannot be routed by the 

^ , , t * . - At _ 4 direct trunk from the designated service switching point of 

m accordance with another aspect of the present mepdva fe ne twoiktom^^ 

invention^ the system imy furte indnde a device for ^ identifyin a trunk group associated with the 

denying the call request if the off-netwerk calling party is » number , and a device for connecting the call 

not authorized to access the private network. reques t to the trunk group associated with the terminating 

In accordance with yet another aspect of the present number in order to route the call request to the terminating 

invention, the system may further include a device for number. 

denying the call request if the tenrrinating number within the ^ ^ accQxdanoe with a further aspect of the present 

private network is not authorized to receive the call request mvcnt i OIlt the system may further include a device for 

from the off-network calling party. receiving, at one of the service switching points, a call 

In accordance with still another aspect of the present request from an on-network calling party to establish a 

invention, the device for confirming may include a device oominunication connection originating from the private 

for accessing a network authorization code table at the 35 network, a device for forwarding call data to the service 

service control point, the authorization code table may control point, the call data may include ah originating 

include a plurality of valid authorization codes, a device for number of the on-network calling party and a terminating 

determining whether there is a correspondence between the number, a device far coUecting, at the service control point, 

authorization code and any one of the plurality of valid the call data and accessing a network screening table asso- 

authorization codes in the authorization code table, and a ^ dated with the private network, the network screening table 

device far validating the authorization code, such that the including authorization data identifying an authorization 

off-network calling party* s authorization to access the pri- status of the on-network calling party to originate the call 

vate network is validated when there is a correspondence request from the private network, a device for verifying, at 

between the authorization code and one of the plurality of the service control point, whether the on-network calling 

valid authorization codes, and the off-network calling par- 45 party is authorized to originate the call request from the 

ty's authorization to access the private network is not private network based on the authorization data of the 

validated when there is a not correspondence between the network screening table, and a device for routing the call 

authorization code and any of the plurality of valid autho request to the terminating number when the verifying device 

rization codes. verifies that the on-network calling party is authorized to 

In accordance with still another aspect of the present ^ originate the call request from the private network, 

invention, the device for verifying may include a device fcr accordance with another aspect of the present 

accessing a network screening table associated with the invention, the device for verifying may further include a 

terminating number, the network screening table may device for determining, based on the authorization data, 

include authorization data for indicating whether the termi- whether an authorization code is required for authorization 

nating number is authorized to receive the call request, and 55 0 f the caU request by the on-network calling party, and a 

a device for determining whether the te rm i n a t in g number is device for prompting the on-network calling party for an 

authorized to receive the call request based on the author!- authorization code when the authorization code is required, 

zadon data in the network screening table. in accordance with yet another aspect of the present 

In accordance with a further aspect of the present invention, the system may further include a device for 

invention, the authorization data may include one of data $o collecting an authorization code inputted by the on-network 

indicating that the terrninating number is authorized to calling party, a device for accessing an authorization code 

receive calls, and data indicating that the terminating num- table, at the service control point, the authorization code 

ber is not authorized to receive calls. table may include a plurality of valid authorization codes, 

In accordance with another aspect of the present and a device for determining whether the authorization code 

invention, the device for collecting the call data may include 65 inputted by the on-network calling party matches any one of 

a device for collecting the originating number at the service the valid authorization codes in the authorization code table, 

control point in response to the call request, a device for the verifying device verifying that the on-network calling 
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party is authorized to originate the call request from the used COS network that provides two-way communication 
private network when it is determined that there is a corre- of Transaction Capabilities Application Protocol (TCAP) 
spondence between the authorization code Inputted by the formatted data messages between the SCP and the SIP. The 
an-netwark calling party and one of the valid authorization telephone network essentially employs an upper-level soft- 
codes in the authorization code table. 5 ware network through the STPs and the SCP The software 

In accordance with still another aspect of the present "^2"** ha **T e J^ Ch ^^ CaU ^Jf* the 

invention, the system may further include a devtee for "^M* * "T?" ^ ta hantw^e connecho^ 

denying the call request when it is determined that there is ... ***** now *^%° mmy ? B d E m £i T?m 

not a cirespondence between the authorization code input- F^^^*™ of ^T* 1 * 
ted by the on-network calling party and any of the valid 10 ge^ Network (AIN) in which an apparatus and method for 

authorization codes in the authorization code table. in ^ at nCtW , wk sc^ng « embodxed in accordance 

with the present invention. In FIG. 1, local telephone lines 

In accordance with a further aspect of the present 5 qq^^ a plurality of individual locations 34A-48B in 

invention, the system may further include a device for ^g^^ ^ to the closest Central Office (COX or 

(tenyingftecanrcqiiestif theoMetwcdccamngparty^ not end officc . fo ^ Ac central offices (end offices) arc 

authorized to originate the call request from the private connected via trunk to tandem switches 51, 53, and 55 that 

aetwor * L provide access to a plurality of service switching points 12, 

The above-listed and other objects, features and advan- 14, and 18 of the private network. In FIG. 1, each CO is 

tages of the present invention will be more fully set forth shown as a Service Switching Point (SSP) 12, 14, and 18. 

hereinafter. M The SSPs may include, but are not limited to, 5BSS, 1AESS, 

and DMS-100 switches. If 5ESS switches are utilized, then 

BRIEF DESCRIPTION OF THE DRAWINGS these switches should be equipped with Generic 5E8 (or 

The present invention is further described in the detailed higher) and provided the necessary trigger requirements 

description that follows, by reference to the noted plurality (discussed below) in order to serve subscribers. Any 1AESS 

of drawings by way of non-limiting examples of preferred 25 should equipped with Generic 1AE12.01 (or 

embodiments of the present invention, in which like refer- higher) and provided the necessary trigger requirements in 

enoes numerals represent similar parts throughout the sev- ordcr to serve subscribers. For DMS switches, BCS-35 or 

eral views of the drawings, and wherein: BCS-36 and the necessary trigger features should be pro- 

• * vided. 

FIG. 1 illustrates, in a general block <U?gn*™ form, an 

Advance Intelligent Netw<^(AINO^stemfQr implement- » For purposes of illustration only three SSPs arc shown in 

ing the intelligent network screening features of the present ™ ; 1 H wew, more (or less) than three SSPs may be 

invention- utilized. The SSPs 12, 14, and IS are programmable 

_ .V ■ _ . „ switches winch: recognize AIN-type calls; launch queries to 

™L showsaflow diagram of an incoming call to or a„ integrated Service Control Point (ISCP) 30; and, receive 

through a network screening process of the present inven- ^ COflmumds md ^ from ^ BCP30 to furmer process and 

bon; route AIN-type calls. When one of the SSPs 12, 14, and 18 

FIGS. 3A and 3B show an outgoing long distance call is triggered by an AIN-type call, the SSP formulates an AIN 

going through a network screening process in accordance service request and responds to call processing instructions 

with the present invention; from the network element in which the AIN service logic 

FIG. 4 shows an example of a network screening table of 40 resides. The AIN service logic may reside in a database at 

the present invention; the Service Control Point (SCP) 26. The SSPs 12, 14, and 18 

FIG. 5 is a block diagram of the basic components of an 818 connected by trunked communication lines 52 which are 

Advanced Intelligent Network (AIN) system; used to connect and carry tdecommiinication signals, e.g., 

FIG. 6 shows an example of a Direct Connection Trunk voicc ^ a party to a called party. 

Group table of the present invention; 45 In FIG. 1, the SSPs 12, 14, and 18 are equipped with 

FIG. 7 shows an example of an NPA-NXX Trunk Routing Cottn^^^Uttr^cSig^g (COS)^hiHties 

table of the present TmvStion; and C ^™ Ch ^f l «°CS)>, e "8> 

j ' Signaling System 7 (SS7), which provides far two-way 

FIG. 8 shows an example of a 7Q0-RXX table of the communications of data messages between each SSP 12, 14, 

present invention. ^ ^ lg ^ me B CP 30 via COS links 50. The data 

DETAILED DESCRIPTION OF THE messages are formatted in accordance with the Transaction 

PREFERRED EMBODIMENTS O^biuties Applications Protocol (TCAP). As shown in 

FIG. 1, SSP 12 is connected to a first local area Signaling 

Many telephone services may be provided using an AIN Transfer Point (SIP) 20 by SS7 Hnk 50. SSP 14 is connected 

or AIN-type network for centralized control of telephone 55 by SS7 link 50 to STP 21, and SSP 18 is connected, via SS7 

services offered to subscribers, as opposed to localized link 50, to STP 22. The connections by links 50 to the STPs 

control of services at the Central Office (CO). The AIN are for signaling purposes, and allow the SSPs to send and 

system Is provided through interaction between switching receive messages to and from the ISCP 30. Each of the STPs 

points and other systems supporting AIN logic. can be connected to a large number of other STPs. For 

The intelligent network screening service of the present 60 purposes of illustration in FIG. 1, SS7 links 50 are shown as 

invention may be implemented using at least AIN Release connecting local STPs 20, 21, and 22 to a regional STP 24 

0.0 protocols and advanced intelligent network capabilities and connecting the regional STP 24 to the ISCP 30. 

which are provided by a telephone company, i.e., program- The ISCP 30 is an integrated system which may include 

mable service control points (SCPs), central offices a Service Management System (SMS) 27, a Data and 

equipped with AIN service switching point (SSP) features, 65 Reports System (DRS) 28, a programmable Service Control 

and existing Common Channel Interoffice Signaling (COS) Point (SCP) 26, and a Service Creation Environment (SCE) 

networks. The Signaling System 7 (SS7) network is a widely 32. The SCE 32 is a terminal that may be implemented to 
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work with the SMS 27 to create, modify, and load services be able to provision the network with AIN triggers residing 

into the database in the SCP 26. The SCP 26 executes in the COs serving the subscribing customer or at an 

software-based service logic and returns call routing instnic- intermediate point on one of the connecting trunks, which is 

tions to the SSPs. The SMS 27 and the DRS 28 may be the case in the illustrated embodiment Accordingly, the 

provided for compiling calling information to be used for 5 SSPs launching the AIN queries are SSPs 12, 14, and 18, 

billing and administrative purposes. By way of example, the even if the end offices 34-48 are AIN SSPs. This allows 

ISCP 30 may implemented with the Bellcore Integrated SSPs 12, 14, and 18 to use trunks 52 or other facilities, i.e., 

Service Control Point (ISCP), loaded with ISCP software m ter-LATA, international, etc. Thus, if an originating call 

Version 3.4, available from Bell Telephone Laboratories, through SSP 12 encounters an AIN trigger, i.e., a call 

Inc., Murray Hill, N J. 10 requiring AIN service involvement, the SSP 12 suspends call 

When a non-AIN phone call is initiated from, for processing, then queries the ISCP 30 through the STPs 20 

example, party A at location 34A in FIG. 1, the call is and 24 over the SS7 links 50. 

directedtofcee^^ F or purposes of illustration, assuming that originating 

While each of the end offices 34^*8 and tandem offices stadon 3^ (a noil -AIN subscriber) offers connection to 

51^53 may not be AIN-type SSPs, they are SS7 SSPs, and, ,5 station 3© (an AIN subscriber), the ideal location for 

therefore, part of the software data network. When the end pjs is when the call is initially suspended at end 

office 34 receives the originating call, the call is suspended officc 34 35 discussed abo ve. As with a normal telephone 

and the software network takes over the routing and con- ^ a ^ cnd 34 10 cnd officc 345 through STP 

necting of the call. Normal ^ processing begins when an 20 ^ SS 7 may be launched. As a result, a trunk connection 

<^ atin S f*?^ 34 * 18 'f* 00 * *f Si ° ffiCe 34 20 may be established between end offices 34 and 36 without an 

^ iVeS ^^^l ( ^!J^ 0Be nU ? ber ^? e £ lrty ^ AIN query being triggered. However, assuming that end 

station 34B) from the originating station. Bid office 34 offices 34 and 36 are equipped with AIN SSPs (e.g., termi- 

analyzes the digits and toenmnes the call type i.e ^ a td&n), then, upon the establishment of the 

mfraswitch or interswitch. An mtraswitch call, Le a local ^ end offices 34 and 36, the AIN 

call, directly connects calling station 34A with called station 2s trigger would be actuated. 

34B without any querying outside of end office 34, serving ~> . . 

both stations In general, the ongmatmg end office 34 suspends the call 

Tin. *v « j c 1 „*. ^, -* ^ and an SS7 connection to the terminating end office 36 may 

When the caned station, for oainpl^ a party at station fe e$taUished 20 . when the trunk connection 

» not saved by the same end office as ongmabng offl< ^ and 36 is established, or when end 

stobon 34A, further processmg may ^ necessary. In this 30 offioc 36 b queried> the AIN trigger may beactuated and a 

situation, and assuming an entire SS7 network, the onginat- /* l j T£ 5S, ~ n J « cvrnn m a 

Ins call from station 34 A is susoended at the end office query may be launched to the ISCP 30, through STPs 20 and 
iTi^ a suspenoeoat me ena omcejM, M ^ ^ m TCAp foimat ^ identify the 
which fur&ersends a query message t^*™ * more of station (ori^ating end office 34) and dialed digits 
ffie local STPs 20, 21 22 and/or regional STP 24 to offer «^ M loca J n 3^). 
termination of the call. The query message is routed to 35 „ . „ , ' ^ r „^ 
terminating end office 36, the end office serving called Upon reo^t of feequery message from the AIN SSP at 
station36B. If station 36B is off-hook, ie„ busy, tenninating f nd the ISCP 30 e^tes software based service 
end office 36 responds to the query from end office 34 that lo & c Programs stored in the SCP 26 to perform subscriber 
the call cannot be connected, and a busy signal is transmitted functions, e.g., can screening, and returns a response to the 
to calling station 34A. If station 36B is on-book, end office 40 end office 36 with call routing instructions The AIN service 
36 responds to the query of originating end office 34 by WhcaUon may be stored in a^CP toafc^, e.g.,theSCP 
transmitting a ringback signal to calling station 34A, which M » 211(1 accessed by a Redetermined SSP tngger. 
is then serially connected through the trunked communica- As implemented in the preferred embodiment of the 
tion lines 52 to end office 36 and from end office 36 to called present invention, the SSPs of the private network, Le., SSPs 
station 36B. However, if the network is not completely SS7, 43 U > 14 > and 18 > m supplied with AIN origination triggers, 
the voice path may be built one link at a time. That is, the Additionally, a certain SSP, e.g., SSP 18, is designated as the 
trunk from end office 34 to end office 36 may be connected SSP to receive all kcorning traffic for the private network, 
prior to end office 36 checking on the status of the line 5 to Central offices equipped as AIN SSPs allow normal 
location 36B. switch call processing to be suspended at specific points in 
Advanced Intelligent Network (AIN) call processing dif- 30 a telephone call, enabling TCAP formatted query and 
fers from standard telephone call processing in that a query response messages to be transmitted between the SSP and 
to a centralized database, eg., ISCP 30, is triggered by an ISCP. AIN queries will be routed from a central office or 
AIN application. In AIN-type call processing, an SSP is switching service point to a local STP using existing SS7 
responsible for identifying calls associated with AIN links. These queries will then be routed from the local STP 
services, detecting when conditions for AIN service involve- 55 to the regional STP, and from the regional STP to the ISCP. 
ment are met, formulating service requests for call process- The SS7 message routing should be devised to minimi z e th e 
ing instructions, and responding to the instructions received. need for data administration at the local and regi onal STPs. 
As with normal call processing, when the call is suspended A capability code may be established at the STPs that serve 
at the calling party's end office, the end office of the the SCP. This capability code is used by the SSPs and the 
originating call may send a data message, via the SS7 links 60 STPs to do point code routing until the message is received 
50, to the STPs to establish the call route. AIN services are by the "last" STP pair (that is, serving the SCP). Once the 
created by assigning appropriate SSP call suspension points, message is received by mis STP pair, routing to the appro- 
known as AIN "triggers", accessed via customer lines or priate SCP can be accomplished via a six digit global title 
telephone numbers, and accessing customer or service- translation (NPA-NXX pairs wo uld h ave to be administered 
specific logic in the ISCP 30. Ideally, AIN service should be 65 in the routing tables of the last STP pair), 
triggered at the earliest pos sible point in the call, ie. , at the As noted above, new services may be created by assigning 
originating end office; however, service providers may only appropriate SSP AIN triggers to customer lines or telephone 
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numbers to access customer and/or service-specific logic in the calling station 34A is located at station 34A and the 

the ISCP. The intelligent network screening features of the private network is located at FBX or CHNTREX locations 

present invention, for both incoming and outgoing calls, 57 (see FIG. 1). A CHNTREX location basically allows all 

may be provisioned via originating SSP triggers if the SSP telephone stations for a business, whether connected to a 

is implemented with either a 5ESS or a DMS-100 switch. 5 FBX or directly connected to a central office, to have their 

An originating SSP trigger may be required for every own telephone numbers for receiving calls and for the 

off-network extension of the private network that is to be billing of outgoing calls. The telephone stations look like 

treated like an on-network station for the purpose of making they are directly connected to a telephone central office even 

outgoing calls to other stations on the private network, to if they are not When an originating off-network call is 
include those like itself, or through the private network's 10 placed into the CENTREX network, the originating party 

switches (or gateways) to off-network destinations to may be treated as an on-network caller (or virtual 

include intrastate, interstate, and international. These trig- on-network station). One SSP (e.g., SSP 18) may be desig- 

gers will be encountered at the private network's switches as nated (or dedicated) for receiving incoming traffic to the 

calls reach them over incoming trunk groups from public private network. Further, the private network may limit 
tandem switches. 15 access to the network to "800- type" call service (or an 

Originating SSP triggers are required only for the tele- associated local access number) or specialized service mim- 
phone numbers providing incoming call access to the private ^^exs * "7 OCT or "888" service numbers), 
network's switches) providing on-network terminating ser- 
vice to off-network switches as calls reach the access tele- 1 Incomin S CaUs Terrninating on the Network 
phone number on the switches). 20 As shown in FIG. 2, an off-network caller (Le., a caller at 

As an alternative, AIN triggers may be established accord- location 34A that is not connected with the private network) 

ing to any of a variety of switches and switch software, may place a telephone call to access the private network at 

Therefore, AIN triggers may be established according to step 200. In response to the call or service request, the call 

terminating telephone number, billing number, etc is directed, at step 201, through the network to the dedicated 

When the ISCP 30 receives a query, the intelligent net- 25 SSP 18 for accessing the private network. SSP 18 may be a 

work screening service logic will be executed. Call data may dedicated service switching point of the private network 

be collected and recorded in the DRS 28, as per the normal designated to receive all incoming traffic for the private 

ISCP SAMPLE node operation. Far example, the ISCP 30 network. SSP 18, at step 202, prompts for, and collects, the 
may contain resident service software mat collects the ^ desired terminating telephone number from the calling party, 

calling (originating) telephone number, called (terminating) At step 203, the AIN trigger is recognized. Hie SSP 18 then 

telephone number, the date, and the time of each query to the queries the ISCP 30 at step 204 so that the CPR 10 

ISCP 30. A call processing record 10 may also be provided associated with the network screening service for the private 

that is stored within the SOP 26. The CPR 10 may contain network may be accessed. Based on the CPR 10, the ISCP 

the service logic for network screening and call routing. The 35 30 then formulates a response message (again in TCAP 

features of the CPR 10 are more fully discussed below with format) to instruct the designated SSP to prompt for and 

reference to FIGS. 2, 3A, and 3B. collect an authorization code from the calling party at step 

After the ISCP 30 has collected the call data, the ISCP 30 205. In accordance with an aspect of the present invention, 

will then return control of the call, via a trunk group number mc ^C** 30 send the instruction message directly to the 

and a routing number, to the call suspending SSP far ^ dedicated SSP 18 of the private network, 

termination. The routing number for this service will gen- After the authorization code is entered by the calling party 

crally be the telephone number dialed by the calling party, at location 34A has been collected and sent to the ISCP 30, 

either after access to the private network has been gained or an authorization code table is accessed at step 206. The 

after being prompted by the CPR 10 to input the terminating authorization code table, which may be stored in a database 

number, and used by the SSP to complete the call as dialed. 45 within SCP 26, is used by the ISCP 30 to determine whether 

Once the subscribed service logic has been completed, 100 authorization code entered by the calling party is valid, 

control of the originating call may be returned to the M the ISCP 30 determines that the code is not valid at step 

triggering SSP. To complete the originating phone call, the then the calling patty at station 34A is not authorized 

ISCP service logic for this service must respond to the SSP to access the private network and the ISCP 30 may instruct 

query in one of two possible responses. As noted above, the 50 ^ c designated SSP to end the call at step 208. However, if 

rail may be routed via a trunk group number and a routing mc ISCP 30 at step 207 determines that a valid authorization 

number in a TCAP connect message. The trunk group must co ^ e has been entered, then the calling party is authorized to 

be returned in the primary trunk group parameter of the access the network and the screening process continues to 

TCAP connect message. The ISCP service logic must have ste P 210. 

detailed knowledge of trunk group identifiers, route index 55 At step 210, a network screening table is accessed. The 

numbers, and individual SSPs in order to create service far network screening table (see FIG. 4) may be stored in a 

a customer. This information may be obtained during a database within SCP 26 and is used by the ISCP 30 to 

service order process and may require that translation groups determine whether the terrninating number within the pri- 

be consulted to complete such supplemental service order/ vate network is authorized to receive the call request from 

provisioning information. 60 the calling party. An exemplary screening table of the 

, , ~ , „ present invention is discussed below with reference with to 

INTELLIGENT NETWORK SCREENING p^ G 4 

The overall operation of the network screening feature In an alternative approach, step 202 may follow step 203. 

and logic of the present invention will now be discussed with That is, instead of the designated SSP 18 performing the 

reference to FIG. 2. For the purposes of illustration, FIG. 2 65 prompt/collect terrninating telephone number step, the 

shows a flow diagram of an example of the screening of an prompt/collect may be the first step performed by the CPR 

incoming call to be terminated on the private network, where 10. 
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If the ISO* 30 determines that the terminating number is perform call sampling and measurements for the screening, 

not authorized to receive the call at step 211, men the calling These types of measurements may include: creating station 

party is not authorized to call the tenninating number and the message detail recording (SMDR) files; peg counting out- 

ECP 30 may instruct the designated SSP to end the call at going triggers without screening table entries; and creating 

step 212. Alternatively, the ISCP 30 may instruct the des- 5 a file to eliminate outgoing triggers without screening table 

ignated SSP to prompt the calling party for another termi- entries. 

nating number within the private network and again evaluate in the call screening system for incoming calls, the 
whether the call is authorized. In such a case, a calling party mcoming call can be made from, for example, a private 
could be given a predetermined number of attempts (e.g., 3 network authorized user calling from an off-network tele- 
attempts) to enter a valid terminating number before ISCP to phone location. The calling party may be given a special 
30 instructs the designated SSP to terminate the call. authorization code by the private network subscriber for 

Referring again to step 211, if the ISCP 30 determines that access into the network. However, not only does the caller 

the terminating pg^y [ s authorized to receive the call, then need authorization to access the network, but the caller may 

the ISCP 30 determines that the designated SSP may route be limited to only access telephone numbers within the 

the call to the tenninating location at step 213. The ISCP 30 15 network that have been authorized as te rmin a ting numbers, 

may instruct the designated SSP to route the call in accor- In providing the incoming call screening application, the 

dance with steps 214-220, which are discussed mimediately CPR 10 of the ISCP 30 is required to perform two separate 

below. screening functions: an authorization code validation at step 

As shown in FIG. 2, based on the CPR 10, the ISCP 30 207; and an authorization for terrnination validation at step 

o^rtennines, at step 214, whether me tenmiiating location is 20 211. As noted above, the designated SSP 18, at step 202, may 

available by direct connection from the triggering SSP 18 prompt the calling party to enter the desired terminating 

(see FIG. 6). If direct connection is available, the call may telephone number and the ISCP 30 may instruct the desig- 

be terminated from the dedicated SSP 18 of the private nated SSP to prompt the calling party to input an authori- 

network via a direct trunk PBX or CENTREX location at zation code at step 205. Such prompts from the SSP may 

step 215. If direct connection is not available, the system 25 include a voice prompt (e.g., "Please enter your network 

may determine whether a 700-RXX number has been dialed authorization code number") and/ or a stutter tone prompt In 

at step 218. If a 700-RXX number has not been dialed, the response to such prompts, the calling party may enter the 

CPR 10 may access an instate NPA-NXX trunk table (see values via a DualTone Multi-Frequency (DTMF) touch tone 

FIG. 7), at step 216, to determine which trunk to connect to keypad or, if supported by the implemented AIN Release 

the triggering SSP 18 of the private network so that me call 30 series, by voice command. Alternatively, if the call origi- 

may be sent to die terminating location at step 217. nates from a rotary phone, after a predetermined time-out, 

If a 700-RXX number has been dialed, the ISCP 30 may «■* KCP 30 may instruct te dedicated SSP to transfer tiie 

retrieve a 700-RXX table at step 219. Each 700-RXX TT^I^T^ ^ ^ 

number is assigned a screening code that may enable the „ *™f *? I™* ?*°^t 

BCP30,atstep220,todetenninewWchSSPofmeprivate 35 <ugit collection and ta^eniig faohue s so that the operator 

network, and^hich trunk merefrom, provides direct con- ^ d Jf P f^ ^ K ™^ ^J*^TJ SS^E 

nection to the dialed 700-RXX termination location. ™ e established between the dedicated SSP of the 

~ * . . ^ private network to the operator could stay up for the duration 

In accordance wdh an asport of the prej^t mvenuon a £ ^ ^ me ^ user 

single network switch, e.g., SSP 18, may be dedicated as the 40 . ' . . ' *T ^ a , ... rtF 

onty switch to handle all mcoming calls to the private Referring again to FIG. 2, a brief teuton of the 
network. Tlieprrvate network may ■«» A^r ne^k screerung wfll be discussed, 

by an W access number or local access telephone f ^ * * e ^^J^ ^ * 

nLber. Writhe private network access request from an 

off-network caller is received at the dedicated SSP 18 of the « pnvaten^^ and the terming 

private network, the number dialed by the calling party, eg. rccave mc ^ revest from the auhng party. 

1-800-123-4567, to gain access into the private network A. Entry of Terminating Number 

triggers control of the mcoming call to an 800 database 150 Prior to the IS CP 30 drt e rrninfng whether the calling party 

with a look-up table. The number 800-123-4567 may be is authorized access to the private network, the designated 

associated, for example, with a predetermined routing 50 SSP 18, at step 202, prompts the caller and collects the 

number, eg., 314-987-6543, to which the calling party's terminating telephone number. After the teiminating number 

"$00" call is transferred. Hie dedicated SSP associated with entered by the calling party has been collected, it is sent to 

phone number 314-987-6543, i.e., SSP 13, includes an the ISCP 30 at step 204. 

originating trigger that will cause the SSP 18 to query the B. Authorized Calling Party 

ISCP 30. Based on the query message from the SSP 18, the 55 As noted above, the ISCP 30 instructs the SSP to prompt 
ISCP 30 will access the CPR 10, resident in the SCP 26, to for and collect an authorization code from the calling party 
run the service logic associated with the network screening at step 205. Upon receipt of the authorization code from the 
service for calls to the network. calling party, the SCP confirms that the authorization code 

In accordance with the present invention, the CPR 10 will entered by the calling party is valid at step 207, after 
generally contain all of the service logic necessary to 60 accessing the authorization table at step 206. In order to 
perform both mcoming and outgoing screening for the determine whether the authorization code is valid, the ISCP 
private network. However, if CPR 10 cannot be accessed 30 may compare the code entered by the calling party with 
directly, short trigger CPRs, one for mcoming and one for the values in the authorization code table, 
outgoing, may be used to transfer control of a specific call If a correspondence is not found based on the authoriza- 
on a specific facility with a specific trigger to CPR 10. As 63 tion code table, the ISCP 30 may instruct the SSP to end the 
another alternative, CPR 10 may either contain, as fully call at step 208. Alternatively, the ISCP 30 may instruct the 
integrated, or access separate service logic which may SSP to prompt the user to reenter an authorization code, and 



08/27/2003, EAST Version: 1.04.0000 



5,6! 

17 

again analyze the code entered by the calling party for 
validation. In such a case, the calling party may be given a 
predetermined number of attempts (e.g., three attempts) to 
enter a valid authorization code before the ISCP 30 instructs 
the SSP to end the calL In accordance with another aspect of 5 
the invention, the ISCP 30 may direct the SSP or an 
intelligent peripheral (IP) to play a failure announcement to 
the calling party when a correspondence is not found. Such 
a failure announcement could include, for example, an 
announcement that "Your call cannot be completed because 10 
you entered an invalid authorization code number." 

If the authorization code entered by the calling party is 
determined by the ISCP 30 to be valid at step 207, then the 
call may be furthered processed at steps 210-211 with the 
terminating number collected at step 202 to determine 15 
whether the terminating telephone number is an anthorized 
number to receive the call from the off-network calling 
party. 

C. Authorized Terminating Number 

Once the ISCP 30 concludes that the calling party is 
authorized to access the private network, the ISCP 30 may 
then confirm whether the terminating (called) party is autho- 
rized to receive, i.e., terminate, the call from the calling 
party. For mis purpose, a network table may be accessed at 
step 210. 25 

The network screening table may be stored in a database 
within SCP 26 and used by the ISCP 30 to determine 
whether the terminating number within the private network 
is authorized to receive the call request from the calling ^ 
party. 

In accordance with an aspect of the invention, the ISCP 30 
may maintain a plurality of telephone number screening 
tables that are stored within the SCP 26 to indicate the 
various authorization levels associated with each number. 35 
Each table may be sorted according to the NPA of the 
terminating numbers. Accordingly, it may be necessary to 
provide an additional table as a key or guide to selecting the 
proper screening table. For example, if a telephone number 
214-987-6542 is entered as the terminating telephone 40 
number, the area code (e.g., 214) of the terminating number 
may act as the key to selecting the proper screening table. 
The terminating number, found in the screening table, may 
be denoted as: authorized to terminate calls only; authorized 
to originate calls only; authorized to originate calls without 45 
entering an authorization code and authorized to terminate 
calls; or authorized to originate calls with a valid authori- 
zation code and authorized to terminate calls, etc. As long as 
the terminating number, according to the screening table, is 
authorized to terminate (ie., receive) the call from the 50 
calling party, then ISCP 30 determines at step 211 that the 
terminating number is authorized to receive the offered calL 
As shown in FIG. 2, the terminating number must be 
authorized before the off-network telephone call may be 
terminated to the called party (i.e., before the call may be 55 
routed to the terminating party). 

If the ISCP 30 determines at step 211 that the terminating 
number is not authorized to receive the call, then at step 212 
the call is not completed. In accordance with the present 
invention, at step 212, the SSP may provide an appropriate 60 
message to the calling party, eg., "Your call cannot be 
completed to the number you have indicated, 9 * when a 
terminating number associated with an unauthorized termi- 
nating party is entered. In addition to the above message, the 
system may instruct the calling party to contact service 65 
personnel in order to correct a system error (if necessary), or 
to update the screening table. Further, the calling party may 
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be instructed to enter "0" far the dialed number to reach the 
network operator. 

Alternatively, when is it determined that the terminating 
number is unauthorized, the ISCP 30 may instruct the SSP 
to prompt the user far another terminating number, and again 
analyze the number entered by the calling party for valida- 
tion. In such a case, the calling party may be given a 
pretermitted number of attempts (e.g., three attempts) to 
enter a authorized terrninating number before the ISCP 30 
instruct the SSP to end the call at step 212. 
D. Routing of the Call 

Referring now to FIG. 4, routing of the call based on an 
exemplary screening table of the present invention will now 
be discussed. 

As noted above, a network screening table may be 
created, modified, and stored in the database within SCP 26 
and used by the ISCP 30 to determine whether the termi- 
nating number within the private network is authorized to 
receive the call request from the calling party. In accordance 
with the present invention, the screening table (see FIG. 4) 
may include data regarding the terminating number, e.g., 
indicating the tenninating number as being either: autho- 
rized to terminate calls only; authorized to originate calls 
without entering an authorization code and authorized to 
terminate calls; or authorized to originate calls with a valid 
authorization code and authorized to terminate calls, etc. 

As shown in FIG. 4, far routing calls to their desired 
terminating party, the screening table may also include, for 
example, data for determining whether, and by what method, 
a call terminates on the private network; i.e., whether a 
direct trunk connection may be established between an SSP 
of the private network and a PBX or CENTREX group. In 
addition to information regarding authorization to originate 
and/or terminate calls, me screening tables may additionally 
store data regarding routing to the terminating number. The 
screening code may consist of, for example, a 2-digit 
number. The first digit may be, eg., numerals 1-5, and may 
indicate the user's authority to originate or terminate calls on 
the private network. For example, "I" may denote authority 
to terminate calls only, "2** may denote authority to originate 
calls without an authorization code, "3" may denote author- 
ity to originate calls with a valid authorization code, "4** may 
denote authority to originate calls without an authorization 
code but not terminate calls, and **3" may denote authority 
to originate calls with a valid authorization but not terminate 
calls. The second digit of the screening code may be used to 
determine whether a call terminates to PBXs or CENTREXs 
via directly connected trunks and to which SSP of the private 
network the PBX or CENTREX is directly connected. The 
second digit may be, e.g., numerals 0-3, and may identify 
the SSP of the private network that provides a direct PBX or 
CENTREX connection to the termination locatioa For 
example, "0" may denote that the termination location is not 
available for direct PBX or CENTREX connection, "1* may 
denote that the termination location is available for direct 
PBX or CENTREX connection from SSP 12, **T may 
denote that the termination location is available for direct 
PBX or CENTREX connection from SSP 14, and "3** may 
denote that the termination location is available for direct 
PBX or CENTREX connection from SSP 18. In other words, 
the ISCP 30 may access the screening table to determine at 
step 214 in FIG. 2 whether the called party is directly 
connected to the private network via a trunk line to the 
dedicated switch SSP 18 of the private network, i.e. , the SSP 
that triggered the AIN query. CENTREX groups and PBXs 
may be directly terminated on the dedicated switch of the 
private network either with two-way or one-way trunk lines. 
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As illustrated in FIG. 6, the office route numbers (or route When the control of an incoming call is returned from the 

index) may be arranged in a Direct Connection Think Group ISCP 30 to the private network SSP that launched the query, 

table as a directory table so that the routing information may i.e., the dedicated SSP 18, if the trunk group number points 

be determined based on the route index associated with the to a facility that is already fully utilized, software of the 

terminating number. The granularity required in the screen- 5 switch underlying the SSP functionality may be used to 

ing table far CENTREX and PBX tie lines mat are directly overflow the call to alternate routes. For example, ISCP 30 

terminated on the dedicated switch of the private network may instruct dedicated SSP 18 to send the call over tie lines 

may range from the ten thousands block down to single to a directly connected PBX, but the switch may overflow 

numbers, i.e., from NPA-NXX to NPA-NXX-XXXX. Bach the call to a leaky PBX or to Feature Group B trunks going 

SSP of the private network may have a Direct Connection 10 to a LATA tandem if the tie lines are currently being fully 

Trunk Group table associated with it The office route utilized, 

numbers enable the SSP to find a direct physical connection rj. Report Generation 

to send an outpnlse of called number digits. in accordance with another aspect of the present 

ReferrfogbacktoFIG. 2,onceto invention, it is possible for the ISCP 30 to collect and 

step 214 that the terminating number can be directly x$ generate reports on call activity associated with a private 

connected, call processing proceeds to step 215 so that the network. In the ISCP 30, call sampling may be performed by 

call may be returned to the SSP that triggered the AIN query the DRS 28 to record the data the private network subscriber 

and the connection may be completed. The ISCP 30 may needs for allocating costs, etc Such call activity data may 

return a trunk group number and a routing number. Hence, include: the called party number, the authorization code 

the service logic at the ISCP 30 selects a trunk group and 20 entered by the calling party, the date and time (in, for 

tells the SSP launching the query which trunk group to use example, ' 4 min:sec*' format) for every call, and other billing 

and what called telephone number to send as the called information for the subscriber. The DRS 28 may format this 

party. In accordance with the present invention, a trunk data ^ needed to create Station Message Detail Recording 

routing table, e.g., an Instate NPA-NXX Trunk Routing table (SMDR) records. The SMDR records may be transferred 

(see FIG. 7), that permits an office route number to be 25 electronically to a billing access system of the telephone 

selected based on NPA-NXX for that switch, may be used by service provider to the subscriber. An example of a service 

the ISCP 30. As shown in FIG. 7, the instate NPA-NXX table f OT formatting DRS call activity data and for transferring the 

identifies each SSP of the private network. For each NPA or SMDR records is disclosed in copending U.S. Ser. No. 

NPA-NXX entry in the table, a route office number (or route 08/473,919 filed on Jun. 7, 1995, entitled "Apparatus and 

index) may be associated with each SSP of the private 30 Method for Recording Call Related Data", in the names of 

network to identify the trunk on which to route the telephone Harold C Fleischer m et al, the disclosure of which is 

call for termination. If the trunk routing table does not have expressly incorporated herein by reference in its entirety, 

an office route number for the NPA-NXX of the switch, the . . 

trunk routing table may provide an office route number to be II. Calls Originating from the Network 

selected based on NPA for that switch. The office route 35 In addition to screening calls attempting to access the 

number may point to a trunk group going to another network network, the intelligent network screening feature of the 

switch, to Feature Group B trunks, to a Local Access and present invention may be used for calls originating from the 

Transport Area tandem, or to a Leaky PBX that may tandem private network. That is, the present invention may be used 

the call for local completion. to control or limit access of outgoing calls from the private 

If, however, the ter minatin g number entered by the origi- 40 network, such as long distance phone calls Ira urinating 

nating calling party is a specialized 700-RXX number outside of the local service area of the network. Referring 

related to the private network, e.g., a "700-type" service now to FIGS. 3 A and 3B, a description of network screening 

number, the 700-RXX number may be directly connected for calls originating on the network will be provided, 

just as any other terminating number on the network by FIGS. 3A and 3B illustrate an example of the flow 

consulting a 700-RXX table, as shown in FIG. 8. Each 43 diagram of the network screening process, in accordance 

700-RXX number is directly connected to the one of SSPs with the present invention, for a long distance call originat- 

of the private network and each 700-RXX number is given ing on the public network. As shown in FIG. 3A, a long 

screening code indicating terminating only, e.g., first digit distance telephone call originates on the public network at 

"I". If a given 700-RXX number is directly connected to the step 300, the call will be directed to an SSP of the private 

dedicated SSP handling the query, the call may be routed just 50 network, eg., from calling station 34A to its associated SSP 

like any other direct connection telephone number. for the private network SSP 18, at step 301. For example, in 

However, if the terminating number is a 700-RXX number FIG. 1, the call will be directed to an SSP of the private 

directly connected to a non-querying SSP of the private network, e.g., SSP 18, associated with the call origination 

network, a 700-RXX table (FIG. 8) from each SSP of the location, e.g. , 46B. After the call is directed to an SSP of the 

private network may be retrieved by the ISCP 30. The ISCP 55 private network, step 303, an AIN query is triggered to the 

will determine, based on the screening code, which SSP of ISCP 30. As noted above, a TCAP query message may be 

the private network provides direct connection to the termi- sent from the querying SSP 18 through the local and regional 

nating 700-RXX number and route the call on the trunk STPs to the ISCP 30 via the SS7 links 50. 

group of the SSP of the private network indicated as the After the query message has been received by the ISCP 

direct connecting SSP. Thus, the call is directed to the SSP 60 30, the CPR 10 located within the SCP 26 is accessed at step 

with direct connection to the terminating 700-RXX number. 304. Based on the CPR 10, the ISCP 30 collects the 

If the dedicated SSP of the private network is a LAEA originating number and the terminating number from the 

tandem with trunks mat go out of the "LATA Tandem" side query message sent by the querying SSP at step 305. The 

of the switch on physical facilities and wrap back to the network screening table is then accessed within the ISCP 30, 
•^private network" side of the switch, the service logic and 65 at step 306, so that the ISCP may determine whether the 

the associated service tables at the ISCP 30 should work as calling party is authorized to originate long distance calls 

if each side of the switch was a physically separate entity. from the private network 
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If the KCP30 determines at step 308 that the calling party ISCP 30, at step 333, to determine which SSP of the private 

is not authorized to place the call, then the ISCP 30 may network, and which trunk therefrom, provides direct con- 
instruct the private network SSP that launched the query to nection to the dialed 700-RXX termination location, 

endtoe call request at step 309. If, however,^ ISCP 30 & accordance ^ ^ hyeBtl ^ ^ 

determines that the calling party is authorized to place the 5 • K „ ^ n ,„„ ^ txt ^ Jl At^.in ai~i*« 

call, then call r^smgrmy^ntiiiue to step 310. Based on originated by the calling party by dialing 1 digU+10 digte 

~* . f y^y^ B ZZx ^r^^Tl 7 y (e-e., a standard long distance phone call) and routed, far 

the screening tables (see FIG. 4), the IS CP 30 may determine ^ B * * \" . B 77 *T ~zJT 7 

at step 310 whether the aumorization is conditioned upon raam P 1( ;> b >! a ^mxOm^ cm^ ^ code 

entry of a valid code. If no authorization code is required, asagnedto the pnvatenetworkto a trunk to terminate on the 

then call processing proceeds to step 318. However, if an lft ^ vaic nctWQrk swltdl associated with the calling party s 

authorization code is needed, the call processing proceeds to 10 <m&natm& numbc * Since these calls originate on-network, 

gjgp they can go anywhere, i.e., on-network, intrastate off- 
At step 313, the ISCP 30 may instruct the querying SSP net work, interstate off-network, or international off-network. 

18 to prompt and collect from the caller an authorization A - Authorized to Originate 

code. Hie authorization code that is entered by the caller is 15 Referring again to FIG. 3A, a brief description of the logic 

then sent via the querying SSP to the ISCP 30. At step 314, flow of the present invention for determining when the 

the ISCP 30 retrieves an authorization table (not shown) calling party is authorized to originate a call from the private 

stared in SCP 26 and determines whether the code entered network will be provided. 

by the caller is valid by comparing it with the authorization When an originating long-distance call, (i.e., 1 digjt+10 

table. If the entered code is not valid, then the ISCP 30 may ^ digits), originating from calling station 46A to its received at 

instruct the private network querying SSP to end the call the private network SSP (e.g. SSP 18), the call is suspended 

request at step 316. However, if the ISCP 30 determines mat at step 301 and an AIN trigger is actuated at step 303. The 

the authorization code entered by the calling party is valid, trigger may be based on the hilling number of the calling 

men processing proceeds to step 318. party, which may be the same in the case of individual 

At step 318, the ISCP 30 determines whether the call is an 25 calling lines. After the CPR 10 and the service logic asso- 

international call. If the call is an international call (e.g., a ciated with the network screening service for the call is . 

"011" prefix), men the ISCP 30 at step 319 directs the SSP \ accessed at step 304, the ISCP 30 may collect the calling 

that launched the query to connect the call to the interna- (originating) telephone number, the called (terminating) 

tional IXC associated with the private network SSP mat telephone number (from the triggering SSP 18), and the date 

launched the query. If the call is not an international call, 30 and time of the call (from an internal ISCP clock) at step 

then the call is a national call and processing proceeds to 305. Such information may be provided within the query 

step 320. message sent from the triggering SSP to the ISCP 30 after 

As shown in FIG. 3B, the ISCP 30 may retrieve the State the call has been suspended at step 301. 
of the terminating (dialed) number at step 320 from an As shown in FIG. 3A, the ISCP 30 at step 308 will control 
NPA-NXX-LATA State table (not shown) mat may be stored 35 switch interaction with the customer and will screen the call 
in the database within the SCP 26. The State, determined by to determine if the originating number is authorized to make 
the ISCP 30 by searching the NPA-NXX of the terminating the call. Based on the network screening tables accessed at 
number in a look-up table (not shown), is identified to step 306, the IS CP 30 will determine whether the originating 
determine whether the call is an interstate call at step 322. number is an authorized call originating user of the network. 
If the call is determined to be an interstate call, then the ISCP 40 The screening tables accessed by the ISCP 30 may be the 
30 may direct the connection of the call to the IXC associ- same tables as described above with reference to FIG. 4. 
ated with the private network SSP that launched the query at However, in addition to the information contained in the 
step 323. If the call is not an interstate call (i.e., a call for table heretofore described for termination authorization, the 
termination within the State of origination), men the ISCP tables may include data regarding, e.g., authorization to 
30 may access, at step 324, the Directly Connected Trunk 45 originate calls without entering an authorization code; 
Group table (see FIG. 6) from the SCP 26 to determine authorization to originate calls with a valid authorization 
whether the call may be terminated to a directly connected code; authorization to originate calls from an outdial on a 
PBX or CENTREX of the private network SSP that PBX; or authorization to originate calls with a valid autho- 
launched the query at step 326. If the call is to terminate to rization code from an outdial on a PBX, etc. 
a directly connected PBX or CENTREX of the private so ff the originating number is designated as authorized to 
network SSP that launched the query, then the ISCP 30 may originate without an authorization code, the ISCP 30 may 
instruct, at step 327, the SSP that launched the query to instruct the querying SSP 18 to route the call to the appro- 
connect the call to the terminating number by a direct trunk priate termiiiating switch in accordance with steps 318-330. 
line, as indicated in the Direct Connection Trunk Group if the originating number is designated as authorized to 
routing table, from directly connected PBXs and CENTR- 55 originate with a valid authorization code, then the ISCP 30 
EXs. If direct connection is not available, the system may may instruct querying SSP 18 to query the calling party for 
determine whether a 700-RXX number has been dialed at an authorization code at step 313. The authorization code 
step 331. If a 700-RXX number has not been dialed, the may be entered by the calling party by keying in DTMF 
ISCP 30 may retrieve, at step 328, the instate NPA-NXX digits from a touch-tone phone pad, eg., 11111. The digits 
trunk routing table (see FIG. 7) which may be stored in the 60 input by the calling party are collected by querying SSP 18 
database of the SCP 26. Based on the instate NPA-NXX and transmitted to the ISCP 30. At step 315, the ISCP 30 then 
trunk routing table, the ISCP 30 instructs the querying SSP confirms that the authorization code input by the calling 
to connect the call to the trunk group indicated in the table party is valid by searching an authorized code table (not 
at step 330. shown) stored in the SCP 26. If the code is not valid, the 

If a 700-RXX number has been dialed, the ISCP 30 may 65 ISCP 30 may instruct the SSP 18, at step 316, to end the call, 

retrieve a 700-RXX table at step 332. Each 700-RXX Alternatively, the ISCP 30 may instruct SSP 18 to further 

number is assigned a screening code that may enable the prompt the caller to input the authorization code again and 
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thereafter check the validity of the newly entered code. The or route index, for the NPA-NXX for that switch. However, 
calling party may be given a predetermined number of if the trunk routing table does not have an office route 
attempts (e.g., three attempts) to enter a valid code, after number, or route index, for the NPA-NXX associated with 
which the ISCP 30 will instruct SSP 18 to end the calL the SSP switch, the trunk routing tabic may provide an office 
Alternatively, the querying SSP, or an IP, may play a failure 5 route number to be selected based solely upon the NPA for 
announcement to the calling party (e.g., "You have failed to that switch. The office route number, or route index, may 
enter a valid Authorization code."). The calling party may indicate a trunk group going to another SSP switch serving 
also be instructed, if unable to access the private network, to the private network, to Feature Group B trunks to a LATA 
contact a service provisioning personnel in order to correct tandem, or to a Leaky PBX that might tandem the call for 
a system error (if present), or to update the screening table 10 local completion. 

(if appropriate). If the entered code is determined to be valid If the call is determined by the ISCP 30 (based upon the 
at step 315, then the ISCP 30 may further process the call in screening code) to terminate to a direct PBX or CENTREX 
accordance with steps 31&-330 (see FIGS. 3A and 3B). connection to the SSP handling the call, the ISCP 30 may 
B. Routing of the Call dispense with searching the NPA-NXX tables and connect 

Referring now to FIGS. 3A and 3B, routing of an origi- 15 * c °^ fOT temtion ao^ordmg to the toecttyi Connected 
nating call based on an exemplary screening table of the Trunk Group table as discussed above with reference to see 
present invention will now be discussed. FI "* 

If the ISCP 30 finds the originating number authorized to Similarly, if a dialed 700-RXX number, e.g., ^OO-type" 
make the outgoing call at step 315, then the ISCP must service, is directly ^nnected to the private iietwori : SSP 
determine where to route the call and how to direct it to the 20 U 14 > ^«) that launched the query, the direct 
desired termination number. The number dialed by the connection may be made with termination only screening 
calling party, ie., the number offered for termination by the codes described above with reference to FIG. 8. 
originating party and transmitted by the SSP query to the The CENTREXs and PBXs trunks may be directly ter- 
ISCP at step 305, is analyzed by the ISCP at step 318 to minated on the SSP of the private network either with 
determine the nature of the terminating number, i.e., whether 25 two-way, or one-way, trunks. These terminations each have 
the call is international or national. If the can is an interna- office route numbers, or route indices, stored in a Directly 
tional call (eg., a "011" prefix), the international interex- Connected Trunk Group table, (one such table may be 
change carrier (IXC) for the private network SSP will be sent associated with each SSP of the private network), within the 
that traffic by designation of its trunk group in the TCAP ISCP (see FIG. 6). 

response message from the ISCP 30 to the triggering SSP at If the querying SSP of the private network is a LATA 
step 3i9. tandem with trunks that go out of the 'TATA Tandem** side 

There may be only one IXC per private network switch of me switch on physical facilities and wrap back to the 
for World Zone 1 traffic without any alternate routes. There "private network" side of the switch, the service logic and 
may also be only one IXC per private network switch for « the associated service tables at the ISCP 30 should work as 
international traffic without any alternate routes. However, if each side of the switch was a physically separate entity, 
the IXC for World Zone 1 traffic and international traffic for When the control of an incoming call is returned from the 
a given switch may be different. International traffic, for ISCP 30 to the private network SSP that launched the query, 
destinations outside of World Zone 1 traffic, may be dialed ie., the querying SSP 18, if the trunk group number points 
with the prefix OIL Calls to Canada and to the Carribean ^ to a facility that is already fully utilized, software of the 
(within the 809 area code) may not be treated as interna- switch underlying the SSP functionality may be used to 
tional calls overflow the call to alternate routes. For example, ISCP 30 

If the call is a national call, a look-up table resident in the ™* ^crying Sa>i8to send the call over trunks 

ISCP, e.g., an NPA-NXX-LATA-State table (not shown), connected to a PBX, but the switch may overflow 

may be used to determine at step 322 if the originating call 45 the caU to a leaky PBX or to Feature Group B trunks going 
is interstate or intrastate. The ISCP 30 may use the NPA- to a LATA tandem if the tie lines are currently bang fully 
NXX of the dialed number as the key into the table to utilized. 

determine in which State the dialed number resides. If the For on-network calls, intra-LAEA Toll calls may be per- 
state of termination is the same as the state of origination, the mitted by dialing a predetermined prefix, for example, 
call is intrastate and will be given intrastate treatment by the 50 10 189, before the 1+10 digit phone number. mtra-LATATbll 
private network at step 324-330. Similarly, if the call is to calls may also be permitted by direct connection calls. Both 
a specialized 700-RXX number directly connected to the virtual on-network stations and direct connects may use the 
private network, ie., through a CENTREX or PBX trunk, same completing routes that should exist for Feature Group 
the call will be treated as an intrastate calL However, if the D trunks from LATA tandems. 

call is interstate, the dialed number will terminate outside of 55 If the outgoing call arrives at the private network switch 
the state of origination, and the IXC for the private network from a direct PBX or CENTREX connection, the ISCP 30 
switch (i.e., the querying SSP) will be sent that traffic by will not be triggered. Calls arriving in this fashion may be 
designation of its trunk group in the TCAP response mes- prescreened for completion to the dialed number and may 
sage from the ISCP 30 to the querying SSP at step 323. use existing phone number translations on the switches to 

Once the call is determined to be an intrastate call, the 60 complete, 
ISCP 30 may return to the querying SSP an office route C. Report Generation 

number, or route index, that indicates a trunk group associ- In accordance with another aspect of the present 
ated with the private network switch, based upon the NPA- invention, the ISCP 30 may collect and generate reports on 
NXX of the terminating telephone number. The same trunk call activity associated with a private network. In the ISCP 
routing table that was used above by the ISCP 30, e.g., the 65 30, call sampling may be performed by the DRS 28 to record 
instate NPA-NXX Trunk Routing table (see FIG. 7), can be the data the private network subscriber needs for allocating 
used to route the call at step 330 to an office route number, costs, etc. Such call activity data may include: the called 
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party Dumber, the authorization code entered by the calling 
party (if needed), the date and dine (in, for example, 
ll min:sec n format) for every call, and other billing informa- 
tion for the subscriber. The DRS 28 may format mis data as 
needed to create Station Message Detail Recording (SMDR) 
records. The SMDR records may be transferred electroni- 
cally to a billing access system of the telephone service 
provider to the subscriber. 

It is noted that the foregoing examples have been pro- 
vided merely for the purpose of explanation and are in no 
way to be construed as limiting examples of the present 
invention. While the invention has been described with 
reference to preferred embodiments, it is understood that the 
words which have been used herein are words of description 
and illustration, rather than words of limitation. Changes 
may be made within the purview of the appended claims, as 
presently stated and as amended, without departing from the 
scope and spirit of the invention and its aspects. 

Although the invention has been described herein with 
reference to particular means, materials and embodiments, 
the invention is not intended to be limited to the particulars 
disclosed herein; rather, the invention extends to all func- 
tionally equivalent structures, methods, and uses such as are 
within the scope of the appending claims. 

What is claimed: 

1. A method for screening calls associated with a private 
network in an advanced intelligent communications system, 
the advanced intelligent communications system comprising 
a two-way communications network interconnecting a plu- 
rality of service switching points and a plurality of geo- 
graphically dispersed network locations, said service switch- 
ing points selectively establishing a communication 
connection between at least two of said plurality of network 
locations in response to a call request from a calling party, 
one of said plurality of service switching points comprising 
a designated service switching point designated for receiv- 
ing incoming traffic for said private network, and a service 
control point comprising a call processing record including 
service logic for screening calls associated with said private 
network, said method comprising: 

receiving, at said designated service switching point, a 
call request from an off-network calling party to estab- 
lish a communication connection terminating on said 
private network; 

forwarding call data to said service control point, said call 
data comprising an originating number of said off- 
network calling party, an authorization code, and a 
terminating number within said private network; 

collecting, at said service control point, said call data and 
accessing said call processing record associated with ^ 
said private network; 

confirming, at said service control point, whether said 
off-network calling party is authorized to access said 
private network based on said authorization code; 

thereafter, if said off-network calling party is authorized 
to access said private network, verifying at said service 
control point, whether said terminating number within 
said private network is authorized to receive said call 
request from said off-network calling party; and 

routing said call request to said terminating number, 
within said private network, if said terminating number 
is authorized to receive said call request from said 
off-network calling party. 

2. The method for screening calls according to claim 1, 
further comprising denying said call request if said off- 
network calling party is not authorized to access said private 
network. 
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3. The method for screening calls according to claim 1, 
further comprising denying said call request if said termi- 
nating number within said private network is not authorized 
to receive said call request from said off-network calling 
party. 

4. The method for screening calls according to claim 1, 
wherein said step of coirfrming romprises: 

accessing a network authorization code table at said 
service control point, said network authorization code 
table comprising a plurality of valid authorized codes; 
determining whether mere is a correspondence between 
said authorization code and any one of said plurality of 
valid authorized codes in said network authorization 
code table; and 
validating said authorization code, such mat said off- 
network calling party is authorized to access said 
private network when there is a correspondence 
between said authorization code and one of said plu- 
rality of valid authorized codes, and said off-network 
calling party is not authorized to access said private 
network when there is a not correspondence between 
said authorization code and any of said plurality of 
valid authorized codes. 

5. The method for screening calls according to claim 1, 
wherein said step of verifying comprises: 

accessing, at said service control point, a network screen- 
ing table associated with said terminating number, said 
network screening table cojnpiising authorization data 
for indicating whether said terminating number is 
authorized to receive said call request; and 
determining whether said terminating number is autho- 
rized to receive said call request based on said autho- . 
rization data in said network screening table. 

6. The method for screening calls according to claim 5, 
wherein said authorization data comprises one of data indi- 
cating that the terminating number is authorized to receive 
calls, and data indicating that the terminating number is not 
authorized to receive calls. 

7. The method for screening calls according to claim 1, 
40 said step of collecting said call data comprising: 

collecting said originating number at said service control 

point in response to said call request; 
prompting said off-network calling party, located at one of 
said network locations, to input said authorization 
code; 

collecting, at said service control point, said authorization 

code inputted by said calling party; 
prompting said off-network calling party to input said 

terminating number; and 
collecting, at said service control point, said terminating 
number inputted by said off-network calling party. 

8. The method for screening calls according to claim 1, 
said step of routing comprises: 

accessing a network screening table at said service control 
point; 

determining whether said call request can be routed to 
said terminating number by a direct trunk from said 
designated service switching point to said private net- 
work; 

connecting said call request to said terminating number by 
said direct trunk when it is determined that said call 
request can be routed by said direct trunk from said 
designated service switching point to said private net- 
work; 

accessing a network trunk group table at said service 
control point when it is determined that said call 
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request cannot be routed by said direct trunk from said 
designated service switching point to said private 
network, said network trunk group table identifying a 
trunk group associated with said terminating number, 
and 

thereafter, connecting said call request to said trunk group 
associated with said terminating number in order to 
route said call request to said terminating number. 

9. The method far screening calls according to claim 8, 
wherein said network trunk group table comprises an instate 
NPA-NXX routing table, said instate NPA-NXX routing 
table indicating said trunk group based on a NPA-NXX of 
said terminating number. 

10. The method for screening calls according to claim 8, 
wherein said direct trunk comprises one of a CENTREX 
group or PBX tie line. 

11. The method for screening calls according to claim 1, 
further comprising the steps of: 

receiving, at one of said service switching points, a call 
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determined that there is not a correspondence between said 
authorization code inputted by said on-network calling party 
and any of said valid authorization codes in said authoriza- 
tion code table. 

16. The method for screening calls according to claim 11, 
further comprising denying said call request if said 
on-network calling party is not authorized to originate said 
call request from said private network. 

17. A system for screening calls associated with a private 
network in an advanced intelligent communications system, 
the advanced intelligent communicadons system comprising 
a two-way communications network interconnecting a plu- 
rality of service switching points and a plurality of geo- 
graphically dispersed network locations, said service switch- 
ing points selectively establishing a communication 
connection between at least two of said plurality of network 
locations in response to a call request from a third party, one 
of said plurality of service switching points comprising a 
designated service switching point designated for receiving 
incoming traffic for said private network, and a service 



request from an on-network calling party to establish a 20 control point comprising a call processing record including 
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communication connection originating from said pri- 
vate network; 

forwarding call data to said service control point, said call 
data comprising an originating number of said 
on-network calling party and a terminating number; 

collecting, at said service control point, said call data and 
accessing a network screening table associated with 
said private network, said network screening table 
including authorization data identifying an authoriza- 
tion status of said on-network calling party to originate 
said call request from said private network; 

verifying, at said service control point, whether said 
on-network calling party is authorized to originate said 
call request from said private network based on said 35 
authorization data of said network screening table; and 

thereafter, if said on-network calling party is authorized to 
originate said call request from said private network, 
routing said call request to said terminating number. 

12. The method for screening calls according to claim 11, 40 
wherein said authorization data comprises one of an autho- 
rization to originate calls without entering an authorization 
code and an authorization to originate calls with a valid 
authorization code. 

13. The method for screening calls according to claim 12, 
wherein said verifying further comprises determining, based 
on said authorization data, whether an authorization code is 
required for authorization of said call request by said 
on-network calling party, and prompting said on-network 
calling party for an authorization code when said authori- 
zation code is required. 

14. The method for screening calls according to claim 13, 
further comprising collecting an authorization code inputted 
by said on-network calling party, accessing an authorization 
code table, at said service control point, said authorization 55 
code table comprising a plurality of valid authorization 
codes, and determining whether said authorization code 
inputted by said on-network calling party matches any one 
of said valid authorization codes in said authorization code 
table, said verifying step verifying mat said on-network 60 
calling party is authorized to originate said call request from 
said private network when it is determined that there is a 
match between said authorization code inputted by said 
on-network calling party and one of said valid authorization 
codes in said authorization code table. 

15. The method for screening calls according to claim 14, 
further comprising denying said call request when it is 



service logic for screening calls associated with said private 
network, said system comprising: 
means for receiving, at said designated service switching 
point, a call request from an off-network calling party 
to establish a communication connection terminating 
on said private network; 
means for forwarding call data to said service control 
point, said call data comprising an originating number 
of said off-network calling party, an authorization code, 
and a terminating number within said private network; 
means for collecting, at said service control point, said 
call data and accessing said call processing record 
associated with said private network; 
means for contorting, at said service control point, 
whether said off-network calling party is authorized to 
access said private network based on said authorization 
code; 

means for verifying, at said service control point, whether 
said terminating number within said private network is 
authorized to receive said call request from said off- 
network calling party; and 
means for routing said call request to said terminating 
number, within said private network, if said off- 
network calling party is authorized to access said 
private network and said terminating number is autho- 
rized to receive said call request from said off-network 
calling party. 

18. The system for screening calls according to claim 17, 
50 further comprising means for denying said call request if 

said off-network calling party is not authorized to access said 
private network. 

19. The system for screening calls according to claim 17, 
further comprising means for denying said call request if 
said terminating number within said private network is not 
authorized to receive said call request from said off-network 
calling party. 

20. The system for screening calls according to claim 17, 
wherein said confrming means comprises: 

means for accessing a network authorization code table at 
said service control point, said network authorization 
code table comprising a plurality of valid authorization 
codes; 

means for determining whether there is a correspondence 
between said authorization code and any one of said 
plurality of valid network authorization codes in said 
authorization code table; and 
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means for validating said authorization code, such that 
said off-network calling party's authorization to access 
said private network is validated when there is a 
correspondence between said authorization code and 
one of said plurality of valid authorization codes, and 
said off-network calling party's authorization to access 
said private network is not validated when there is a not 
correspondence between said authorization code and 
any of said plurality of valid authorization codes. 

21. The system for screening calls according to claim 17, 
wherein said verifying means comprises: 

means for accessing a network screening table associated 
with said terminating number, said network screening 
table comprising authorization data for indicating 
whether said terminating number is authorized to 
receive said call request; and 

means for determining whether said terminating number 
is authorized to receive said call request based on said 
authorization data in said network screening table. 

22. The system for screening calls according to claim 21, 
wherein said authorization data comprises one of data indi- 
cating mat the terminating number is authorized to receive 
calls, and data indicating that the terminating number is not 
authorized to receive calls. 

23. The system for screening calls according to claim 17, 
said collecting means for collecting said call data comprises: 

means for collecting said originating number at said 
service control point in response to said call request; 
means for prompting said off-network calling party, 
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26. The system for screening calls according to claim 24, 
wherein said direct trunk comprises one of a CENTREX 
group or PBX tie line. 

27. The system for screening calls according to claim 17, 
further comprising: 

means for receiving, at one of said service switching 
points, a call request from an on-network calling party 
to establish a communication connection originating 
from said private network; 

means for forwarding call data to said service control 
point, said call data comprising an originating number 
of said on-network calling party and a ter minatin g 
number; 

means for collecting, at said service control point, said 
call data and accessing a network screening table 
associated with said private network, said network 
screening table including authorization data identifying 
an authorization status of said on-network calling party 
to originate said call request from said private network; 

means for verifying, at said service control point, whether 
said on-network calling party is authorized to originate 
said call request from said private network based on 
said authorization data of said network screening table; 
and 

means for routing said call request to said terminating 
number when said verifying means verifies that said 
on-network calling party is authorized to originate said 
call request from said private network. 

28. The system for screening calls according to claim 27, 



located at one of said network locations, to input said 30 wherein said authorization data comprises one of an autho- 



authorization code; 
means for collecting, at said service control point, said 
authorization code inputted by said off-network calling 
party; 

means for prompting off-network calling party to input 
said terminating number, and 

means for collecting, at said service control point, said 
terminating number inputted by said off-network call- 
ing party. 

24. The system for screening calls according to claim 17, 
said routing means comprises: 

means for accessing a network screening table at said 
service control point; 

means for detennining, based on said network screening 
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rization to originate calls without entering an authorization 
code and an authorization to originate calls with a valid 
authorization code. 

29. The system for screening calls according to claim 28, 
wherein said verifying means further comprises means for 
determining, based on said authorization data, whether an 
authorization code is required for authorization of said call 
request by said on-network calling parry, and means for 
prompting said on-network calling party for an authorization 
code when said authorization code is required. 

30. The systemfor screening calls according to claim 29, 
further comprising means for collecting an authorization 
code inputted by said on-network calling party, means for 
accessing an authorization code table, at said service control 



table, whether said call request can be routed to said 45 point, said authorization code table comprising a plurality of 



terminating number by a direct trunk from said desig- 
nated service switching point to said private network; 
means for connecting said call request to said terminating 
number by said direct trunk when it is determined that 
said call request can be routed by said direct trunk from 50 
said designated service switching point to said private 
network; 

means for accessing a network trunk group table at said 
service control point when it is determined that said call 
request cannot be routed by said direct trunk from said 55 
designated service switching point to said private 
network, said network trunk group table identifying a 
trunk group associated with said terminating number; 
and 



valid authorization codes, and means for detennining 
whether said authorization code inputted by said on-network 
calling party matches any one of said valid authorization 
codes in said authorization code table, said verifying means 
verifying that said on-network calling party is authorized to 
originate said caU request from said private network when it 
is determined that there is a correspondence between said 
authorization code inputted by said on-network calling party 
and one of said valid authorization codes in said authoriza- 
tion code table. 

31. The system for screening calls according to claim 27, 
further comprising means for denying said call request when 
it is determined that mere is not a correspondence between 
said authorization code inputted by said on-network calling 



means for connecting said call request to said trunk group 60 party and any of said valid authorization codes in said 



associated with said temunating number in order to 
route said can request to said terminating number. 
25. The system for screening calls according to claim 24, 
wherein said network trunk group table comprises an instate 
NPA-NXX routing table, said instate NPA-NXX routing 
table indicating said trunk group based on a NPA-NXX of 
said terminating number. 



65 



authorization code table. 

32. The system for screening calls according to claim 27, 
further comprising means for denying said call request if 
said on-network calling party is not authorized to originate 
said call request from said private network. 
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